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Reconsideration of authority management for each job category in the

electronic medical record.

Takeda Toshihiro Ueda Kanayo Murata Taizo Horishima Hiroyuki
Manabe Shiro Mihara Naoki Matsumura Yasushi

Department of Medical Information Science,Osaka University Hospital

Fujii Ayumi

In recent years, social recognition about handling of personal information has been tightened. The problem about personal
information management in medical institution includes the information leakage as well as the unauthorized access. The
electronic medical record (EMR) made it easy to access patients' information. To restrict viewing of patients' information
that is not related to the business, we reconsidered the authority management for each job category in EMR. Job categories
in EMR had been determined in terms of computerized physician order entry (CPOE) system. We deleted 8 job categories
and added 9 job categories. The job of "medical clerk" was divided into two categories, "professional medical clerk" and
"standard medical clerk". Only the former can view patients' medical records after completing e-learning and examination
about handling personal information. The physicians need to view medical records for the purpose of their paper work and
conference presentation after retirement of their hospital. The job category of "only reference" is assigned to retired
physicians so that they cannot make order entry or write down medical records. "Student" can only view the patient's
medical record that was allowed to access by their instructor. The appropriate job setting is necessary for the system to

contribute to the protection of personal information.
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